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KommyTaTtop Ap/1laH®-32xxGE-SR

KommyTaTopbl
MoakntoueHne paboumx MecT Ha ckopocTax 4o 10/100/1000 MéwnT/c

Moptbl Uplink 1/10 FénTt/c

Mopaepxka NUTaHUS MOAKIOYAEMbIX YCTPOMCTB MO TexHonornu PoE+

Mopaepyxka cTekpoBaHus: 4o 15 yCcTponcTs

Ynpasnenue: CLI, SNMP, web-nHTepdeiic

Baoku nuTaHusa ¢ ropsver 3ameHom

O6opyaoBaHue obnajaeT CTaTyCoOM TeleKOMMYHUKaLMOHHOro 060pyA0BaHNSA POCCUIACKOTO MPOUCXOXAEHNS U
BK/IHOUEHO B EAMHBIN peecTp pOoCCUNCKON Pajno31eKTPOHHOW NPOAYKUMK (B COOTBETCTBUW C MOCTAaHOBNEHMEM
MpasutenscTa Poccuiickoin Pegepauim ot 10 niona 2019 r. Ne 878). BO3MOXHOCTb 3aKa3a KOMMYTAaTOPOB, MPOLLeALLNX
npoueaypy cneLnansHOM NpoBepku TexHuvecknx cpeacts (CM) n cneumanbHbele nccnegosaHms (CU). B cooteeTcTBUN

€ noctaHosneHueM lMNpasutensctea Poccuiickonn Pegepaun Ne 969 0T 26 ceHTAbpa 2016 r. psag usgennin nmeet
CepTndunkaT COOTBETCTBNSA TEXHNYECKMX CPEACTB 0becneyeHns TpaHCMOPTHON 6e3onacHocTn. ObopygoBaHme
CoOTBeTCBYyeT TpeboBaHNAM PeflepanbHOro 3akoHa ot 26 nong 2017 r. Ne187-®3 "O 6e30nacHOCTU KPUTNYECKOIA
MHPOPMaLMOHHON NHGPaCTPyKTypbl Poccrinckon ®egepaunn’.

YnpasnsieMmble KOMMyTaTopbl cepnn ApnaH®-32xxGE-SR no3BonsaloT peann3oBaTh paclUMpeHHble CepBUCH B
JIOKa/bHbIX CETAX KPYMHbIX U CPeAHUX MPeAnpuaTnii, B ceTax ¢unmanos. lNpeacTaBuTen 3TOro ceMericTea
ABTOHOMHBbIX KOMMYTaTOPOB C GUKCMPOBAHHOW KOHPUTYpaLmer obecneymBaroT NOAKIOUEHVE Ppaboumnx MecT Ha
ckopocTax 10/100/1000 Gigabit Ethernet, a TakXe NnuTaHWe NOAKAOYAEMbIX YCTPOMCTB MO TexHonornm PoE+. Mogenn
cepun NoAAepPXMBAaKOT CTEKMPOBAHME: OMNLUMOHANBLHO UK B COCTaBe 6a30BOM KOMMAEKTaLUMK, MO3BO/SA CO3aBaTh



Nlerko ynpasnsieMble CTPYKTYpbl U3 MATHAALATM U MeHee YCTPOMCTB. YnpaBneHve KOMMyTaTopamu OCyLLeCcTBAsSeTCs
yepes ntobon nHTepderic komaHaHom ctpokn, SNMP nnmn web-6paysep.

JInHerka ApnaH®-32xxGE-SR

NnHeika kOMMyTaTOpOB paspaboTaHa And Bnagensues ceTeld LLUM/A, KpynHbIX NPeANpPUSATUIA, @ Takke CeKkTopa CpejHero
n Manoro 6usHeca. KommyTaTopbl BbIMOJAHEHbI B MeTannmM4veckoM koprnyce d¢opm-paktopa 19"/1U, wnmetot
pesepBupyemMoe MuMTaHWe, KOHCOAbHbIA MopT. bnarogaps BbICOKOWM CKOPOCTM W HEBAOKMPYEMOW KOMMyTaLuu,
KoMMyTaTopbl ApaH®-32xxGE-SR obecneunBatoT MakcMaabHy NPON3BOAUNTENIbHOCTL Mepeaaudn JaHHbIX U XOPOLLO
NoAxXoAAT A5 MOAEPHMU3ALMNN CYLLLECTBYHOLLEN CeTN K TMrabuTHbIM CKOPOCTAM WM MOCTPOEHUSs HOBOWA.

Arpervpytowme L2/L3 kommyTtaTtopbl cepun ApnaH®-32xxGE-SR noggepxunsatoT 24 mam 48 aboHEHTCKMX MOPTOB,
paboTatowmx Ha ckopocT 10/100/1000 MéuT/c.

Bocxogawme mnHtepdelicel npegcraeneHsl 4 noptamu 10G (SFP+), ncnonbsyembiMn A5 CTEKMPOBAHUS U nepejaydn
arpervpoBaHHoro Tpaduka. O6beANHUTL B CTeK MOXHO A0 15 KOMMyTatopoB. B nuHelike Takxke npejcTtaBieHO
YCTPOICTBO € noagepxkon PoE+ B cooTBeTcTBMM co cTaHgapTamu |EEE 802.3af/at. MakcumanbHasg oTgaBaemast
MOLLIHOCTb Ha nopTy coctasnsaet 30 BT.

[lepeyeHb Mogenein nHenk ApnaH®-32xxGE-SR

HaunmeHoBaHmne MopTbl GE SFP+ PoE+ Crek
RJ45

ApnaH®-3226PGE-SR 24 4 + 40 15

ApnaH®-3250PGE-SR 48 4 + f0 15

CDyH KUVOHa/IbHbIE XaPaKTePCTUNK

B nporpammHOM obecrneyeHnn KOMMYTaToOpoB cepun ApnaH®-32xxGE-SR peannsoBaHbl MHOrme BOCTpeboOBaHHbIE
byHkunm ypoeHeli L2/L3. O6HoBneHus MO BbIXOAAT peryasapHO, BO3MOXHA UX aBTOMaTM4Yeckas 3arpy3ka 1 ycTaHoBKa.
Huvxe nprBeaeHbl ONMMCcaHMa OCHOBHbIX GYHKLUWIA, AOCTYMHbIX B aKTyallbHOW BEpCUY NPOrpaMMHOro obecneyeHums.

ACL (Access Control List)

Cnnckn koHTponsa goctyna ACL - 3To Habop TEKCTOBbLIX BbIPaXeHWA, paspeLuaroLx Uan 3anpeLaLmnx 4to-nmeo.

ACL pasgensatotca Ha ABa Tvna:

o CtaHpaapTHble (Standard): MoryT npoBepsTb TONbKO aZpeca NCTOYHMKOB

e PaclumpeHHsble (Extended): MmoryT npoBepsATb agpeca UCTOYHMKOB, a TakxXe ajgpeca nosay4vatenei, B ciydae IP ewwé



TN npoTokona 1 TCP/UDP nopTel

Bonee ogHOro cnmncka foCTyna pasMectTuTb Ha nHTepdelrc/npoToKon/HanpasaeHe Heb3s.
B kommyTaTtopax navHenkn ApnaH®-34xxGE BO3MOXHO ncnonb3oBaHue ACL B ciegyroLmx pexxmmax:

e paclMpeHHbI pexunm QoS. B AaHHOM pexumMe nosib3oBaTesb MOXeT rpynnupoBaTb ACL B 6onee CNOXHYHO

CTPYKTYPY, Ha3blBaeMyHo MONUTUKOM, Y MPUMEHSATb MOANTUKY K MHTepdeiicy

¢ pexunm 6esonacHocT. B AgaHHOM pexunme Tonbko oanH ACL MoxeT 6bITb NprMeHeH K nHTepdericy: MAC ACL nan

IP ACL
QoS (Quality of Service)
KauectBo obcnyxmBaHma (QOS) - TexHONorva npefocTaBAeHUss Pas/YHbIM - Knaccam  Tpaduka pPasanyYHbIX

NPUOPUTETOB B 06CTYXXNBAHUN.
B koMMyTaTopax nnHelrikn ApnaH®-32xxGE-SR kavecTBO 06C/yXnBaHUst 0becneyvmBaeTcsi C MOMOLLbIO Knaccndukaumnm,

MapKMpOBaHWS, MNAHUPOBaHWS, OrpaHu4veHus Tpaduka K ¢PopmMupoBaHUs ouepegeit. Knaccudukaums Tpaduka
NPON3BOANTCS C MOMOLLbIO CreluanbHbIX Moseli B 3aronoBkax GpeliMoB:

e [lona npuoputeTa B 3aronoBkax ¢penmoB |EEE 802.1p (IEEE 802.1Q), KOTOPbIA Ha3blBaeTCS K/1aCCOM

obcnyxumnsaHusa (CoS)

 MNoneti nproputeta DSCP 1 TC B 3aronoskax nakeTtos IPv4 n IPv6

B cooTBeTcTBMM CO chneumanbHbIMU Tabnvuammy npeobpas3oBaHWiA, 3HaYeHWs Moas npuopuTeTa npeobpasyeTcs B
HOMep ouepean nNepeaayu, kotopas byAeT ncnonb3oBaHa Npuy Nepegade ¢peliMa U3 NopTa Ha3HaYeHws.

KommyTatopbl nnHenkmn ApnaH®-32xxGE-SR nogsaepxumBatoT 8 ovepesen nepefayun Ha Kaxablii NOpT, pa3genéHHbIX Ha

2 rpynnbl, obpabaTbiBaeMbIX KaxgAas Mo CBOeMy MexaHu3my. MNepBasd rpynna obcayxuBaeTca no npuoputeTy (Strict
Priority), BTOpas - no mexaHmnsmy SDWRR (Shaped Deficit Weighted Round Robin).

IGMP Snooping

Mpouecc oTcnexmBaHusa ceteBoro Tpaduka IGMP Snooping no3BonseT ceTeBbiM YCTPOMCTBaM KaHajbHOMO YPOBHS
(kommyTaTopam) oTcnexuBatb IGMP-obmeH Mexay noTpebutensMu v NocCTaBLMKamMu  (MapLupyTusatopamMmim)
MHoroagpecHoro IP-tpaduka, popmManbHO NPONCXOAALLNI Ha 6onee BbICOKOM (CETEBOM) YPOBHe.

IGMP Snooping BbINONHAET CegytoLie 3a4aun:

1. ObpaboTka Bxoadawmx naketoB IGMP n gobaBneHue (yaaneHune) nHTeppencoB yCTPOMCTBa B COOTBETCTBYHOLLME

MHOroagpecHblie rpynnbl

2. MNepeHanpasneHne naketos IGMP MHOroagpecHbIM MapLUpyT13aTopam



3. ObecneyeHne NeprnogM4eCcKoro onpoca XoCcToB, MOAKIOYEHHbIX K ycTpoicTBy (IGMP Querier)
KommyTatopbl anHelkn ApnaH®-32xxGE-SR nogaepxvBaeT cnegytowime Bepcum IGMP (Snooping):

1.IGMPv1: XxocTbl MOryT 3anpalvBaTb Y/JEHCTBO B MHOroajpecHblx rpynnax. [MpoTOKo/N He nojjepXusaet
COOBLLEHNS O BbIXOAE U3 rpynmbl, MO3TOMY BbIXOJ XOCTa U3 rpynnbl OnpejenseTca To/bKo Yepes nHTepsas TanM-

ayta

2.IGMPv2: B npoTtokon gobaBneHbl COOBLLEHMA O BbIXOAe W3 MHOroaApecHbIX rpynm, 4To Mo3BoAseT 6bICTPO
yAanuTb nHTepderic n He nepeHanpaBaATb emy Tpadpuk rpymnmnbl. I3TO 0OCOBEHHO BaXHO B Tex C/y4yasX, Koraa

MHOroagpecHbie rpynnbl TPebyroT 601bLLON MPOMNYCKHOM CMOCOBHOCTY CeTu

3. IGMPv3: pgobaeneHa noggepxka ¢unbTpauum agpecos (source filtering). C MOMOLLbIO 3TOr0 MexaHu3Ma ysen

MOXeT COO6LLI,I/ITb, C Kaknx aApecoB OH XOYET rnojiyydatb MNakeTbl, a C KaKNX HET.

VLAN (Virtual Local Area Networks)

BupTyanbHOM ceTbio Ha3biBaeTCs rpynna ysnoB ceTu, Tpaduk KOTOPOW, B TOM 4uUC/e U LUMPOKOBeLlaTeNbHbIM, Ha
KaHa/lbHOM YPOBHe MOJIHOCTBH U30/IMPOBAaH OT APYrMX Y3/10B CETU.

KommyTatopbl nnHenkn ApnaH®-32xxGE-SR nogzepxvBatoT co3gaHue, yaaneHVe U HaCTPOWMKY YieHCTBa Ha
nHTepdelcax ana VLAN B gmanasoHe 1-4094. [na octanbHbix HOMepoB VLAN KOMMyTaToOp MPOBOAUT C/eAyHOLLYH
06paboTky:

1.VLAN c HyneBbIM HOMeEpPOM 3ape3epBMpOBaH Ans GpeliMoM C Teramu npuopuTteTta (priority tagged frames).
Moatomy Kaap ¢ HyneBbiIM HOMepoM VLAN nuLiaeTcsa Tera npuy BXxoje B KOMMyTatop 1 nosydaet Homep VLAN no

YMONYaHUIO ANSA AaHHOro nHTepdelica

2. VLAN c HoMmepowm 4095 3anpeLleH 415 nepegadn B ceTax (cm. IEEE 802.1Q), noatomy Bce ¢pelimbl ¢ Terom VLAN

4095 dnNbTPYOTCA YCTPOMCTBOM

NpeHTnounkauma teros VLAN npomcxoamt no maeHTUdMKaTopy NpoTokona TernpoBaHusa (ganee “TPID"). CornacHo
cTaHgapty |EEE 802.1Q ana TPID npuHATO 3HadeHue O0x8100. Ans aBonHoro TermposaHusa (Q-in-Q) 3auvactyro
nucnonb3syotca gpyrve 3HadeHua TPID, Takme kak Ox88A8 m 0x9100. Tekywaa peanumsauua MO He noajepxmsaeT
3HauyeHus TPID, otanyHble oT 0x8100. 3To 03Ha4aeT, uTo Bce ¢perimbl Ethernet ¢ BHewHMM Terom VLAN, y koToporo
TPID paBeH fpyromy 3HaueHuto, byAyT TPakTOBaTbLCSA KOMMYTaTOPOM Kak ¢peliMbl 6e3 Tera.

GVRP (GARP VLAN Registration Protocol)

MNpoTtokon peructpaumnm GVRP onpegensieT cnocob, MNOCPeACTBOM KOTOPOro KOMMYyTaTopbl O6MeHMBakoTCA
nHpopmaumeri o cetn VLAN, 4Tob6bl aBTOMaTMYeCkn 3aperncTprposaTs vieHoB VLAN Ha nopTax BO BCel ceTu.

STP (Spanning Tree Protocol)



CeMeicTBO MPOTOKO/OB CBA3YOLLEro aepeBa STP npeAHa3HaueHO A/ aBTOMATUYecKoro yAaaneHus LUUKIoB (MeTenb
KOMMYyTaLyM) U3 TONOAOTM CETU Ha KaHa/lbHOM ypoBHe B Ethernet-ceTsix.

KommyTatopbl nnHerkn ApnaH®-32xxGE-SR nogaepxwuBatoT npoTtokonbl STP (Spanning Tree Protocol), RSTP (Rapid
Spanning Tree Protocol), MSTP (Multiple Spanning Tree Protocol) n PVRST (Per-VLAN Rapid Spanning Tree).

ABTOPU3ALIMA, QyTEHTUDVIKALIMA 11 aKKAYHTUHT

Mogenb AAA: Authentication, Authorization, Accounting ncnonb3syeTcsa AnA OMMCaAHWSA Mpouecca npejocTaBaeHus
£0CTYyNa 1 KOHTPOAsA Hag HUM. Authentication (ayTeHTUdMKaLWA) — conocTaBneHve NepcoHbl (3anpoca) CyLecTBytoLLel
YYETHOWM 3anmncyn B cucTeme b6esonacHocTu. Authorization (aBTopmsaumsi, npoBepka MOAHOMOYNM, NPoBepka YPOBHS
£0CTyna) — comnocTaBfieHme YYETHOW 3anncKy B cucTemMe (M MepcoHbl, NpoLlealler ayTeHTudmnkaunio) n onpeaenéHHblx
NosIHOMOYMIA (MK 3ampeTa Ha AocTyn). B obuiem cydae aBTOpM3aumsa MOXeT 6biTb «HeraTUBHOM» (Moab3oBaTento A
3anpeLwéH Joctyn K cepBepaM KomnaHwuu). Accounting (y4€T) — cnexeHue 3a noTpebneHnem pecypcos
(NpenmyLLIeCTBEHHO CeTeBbIX) MOsib30BaTeneM. B accounting BKItOHaeTCs Tak Xe 1 3anncb $pakToB NOAyYeHUs A0CTyna
K cncteme (aHr. access logs).

KommyTaTopbl nnHenkn ApnaH®-32xxGE-SR nogaepXxumsatoT ayTeHTUGUKaLMIO NoJsib3oBaTeneil ¢ NOMOLLbH TOKaAbHOW
6asbl 1 NpoTokosioB Remote Authentication in Dial-In User Service (RADIUS), Terminal Access Controller Access Control
System (TACACS+). YdyeTHble 3anmcy Mofb3oBaTeneil npejHasHayveHbl [A1s pasrpaHMYeHWs npasB  AOCTyna
nonb30BaTesieil yCTPOMCTBA (YPOBHS NPUBUIETNIA).

LACP (Link Aggregation Control Protocol)

OTKPbITEI CTaHAAPTHBIA MPOTOKON arpervpoBaHnst kaHanos LACP nos3BonsieT 06beAnHUTbL HEeCKobKo GU3nNYecknx
COEAVIHEHUNI MeXAy ABYMS YCTPONCTBAMU B OAHO BUMPTYaNbHOE, UTO MOXET AaTb MPUPOCT MPOMYCKHOM CNoCcobHOCTY,
3alNTUTb OT BO3HUKHOBEHMS NeTeslb 2 YPOBHS U NMOBbICUTEL 0TKA30yCTONUYNBOCTb.

KommyTatopbl avHenkn ApnaH®-32xxGE-SR ncnonbsytoT LACP ans o6beanHeHns NOPTOB 1 MO3BONAIOT CO34aBaThb 40 8
rpynn arperauunu (LAG, Link Aggregation Group), B KaXAyt0 13 KOTOPbIX BK/AO4YaeTcs 40 8 nopToB. [pynna arperaumu
MOXeT coepXaTb B cebe TO/IbKO MOPTbl OAHOrO Tuna (Hanpwumep, Toabko FastEthernet). B rpynne moxeT 6biTb
60/bLLIOe KOMNYECTBO MOPTOB, OA4HAKO MNWb 4YacTb U3 HUX MOXET ObiTb akTUBHOWM (Hanpumep, 13-3a amnmnapaTtHbIX
OrpaHVNYeHN ).

MapLpyTr3aumd

KommyTatopbl nuHelkn ApnaH®-32xxGE-SR nojaepXmBaroT CTaTUYECKyl0 U AMHaAMWYeCcKyr MapLupyTu3auuio Ha
ocHoBe npoTtokonos BGP, OSPF, RIP.

Mpotokon OSPF (Open Shortest Path First) — oTKpbITbIA NPOTOKON ANHAMUYECKON MapLUpyTM3aumnm, 6a3npyoLLnincs Ha
noncke kpatyariwero Nyt no anroputmy Jenkctpbl. OSPF gBAsSieTCA MPOTOKOIOM MapLUpyTU3aLUmn ¢ 06bABAEHVEM
coctosHMA o kaHane (link-state). Mo mepe HakonneHusi poytepamn OSPF mHdopmaLnm O COCTOSIHUW KaHana, OHU
NCNONb3YT anropnt™ SPF ans pacyeta HavkpaTyallero nyTu K Kaxaomy y3ny.

MNpotokon BGP (Border Gateway Protocol) npesHa3sHaueH ana obmeHa mHdopmaumein O AOCTUXUMOCTU MoAceTeil
Mexzay aBTOHOMHbIMU cncteMamu (AC). MNMepeaaBaeMas MHPOPMaLMA BKAOUAET B cebs cnucok AC, K KOTOPbIM MMeeTCs
JOCTYN yepes faHHY cucTemy. Bel6op HauayylLMX MapLUpYyTOB MPOUCXOAUT UCXOAS W3 NpaBu, NPUHATLIX B CETW.



MNporpammMmHoe obecrneyeHvie KOMMYyTaTOpoB ApnaH® noaaepXmBaeT Bepcuto NnpoTokona BGPv4 (RFC 4271).

Mpotokon RIP (Routing Information Protocol) no3sonset ycTpoicTBaM AMHAMUYECKM OBHOBASATL MapLUPYTHYHO
MHPOpMaUuo (HanpaeieHre N JanbHOCTb), MOoJydYaeMyto OT cocefei. MakcumanbHoe konn4vectBo RIP-mapupyToB
cocTaBnsiet 128.

IHOpMaLWg 414 3aKka3a

Koabl 3akasa obopysoBaHus:

o ApnaH®-3226PGE-SR: 24xGE (RJ-45), 4x1GE/10G (SFP/SFP+), PoE+, 370 BT; AC; 19", onuus cTek., pe3epBHbIii bl (B
KOMMJIEKT He BXOAWT)

e ApnaH®-3250PGE-SR: 48xGE (RJ-45), 4x1GE/10G (SFP/SFP+), PoE+, 740 BT; AC; 19", onuus cTek., pe3epBHbIi bl (B
KOMMJIEKT He BXOAWT)

¢ PSM-A500 CmeHHbIN 610k nuTaHusa AC, 220V, 500BT (a15 kommyTaTtopoB ApiaH®-3226PGE-SR)

¢ PSM-AB800 CmeHHbIN 6a0k nuTaHusa AC, 220V, 800BT (a1a kommyTaTtopoB ApiaH®-3250PGE-SR)

[1oApO6HbIE QYHKLIMOHANBHbIE XapaKTepPUCTUKN

XapakTepucTtmkm n pyHkumm KommeHTapwuii

AnnapaTHble XapaKTepucTuKm

MakcrmManbHoe Ko-BO akTvBHbIX VLAN 4094

Pa3mep Tabnnupl MAC-agpecoB 16K

MakcrMansHas NponyckHasa CnocobHOCTb 176 Tént/c

CreknpoBaHue

Pexnmbl paboThl OTAenbHOe YCTPOMCTBO U Y/eH cTeka
Tononorus creka Konbuo, nnHusa

KonnuecTBo 4useHOB cTeka Ao 15

XapakTepucT1ky nopTos

MakcrManbHblin pa3mep Jumbo-dpenmoB 10K

AHanmnsatop kabens MoaaepxrBaeTcs

Green Ethernet (EEE)

XapakTepucTukm 1 GyHKUUK KommeHTapuii

PoE




MNoaaepxka PoE

MoasepXmBaeTCcst

O6wwuin 6roaxet PoE

740 BT (48-nopToBbI KOMMYTaTop), 370
BT (24-nopToBbI KOMMYTaTOP)

MakcmMmManbHas MOLWHOCTb Ha nopty

30 BT

Pexxumbl noptos PoE

auto, static, never

PyHKUMKM VLAN

3awmuleHHble nopTel U Private VLAN Lite, Q-in-Q (static, selective), Voice

VLAN, GVRP

MNoaaepxvBaeTcs

Arperaumsa noptoB

Konwnuectso rpynn arperaumn (LAG)

8 LAG, 8 nopTtoB Ha LAG

Pexxnmbl 6anaHcMpoBkn Harpyskm LAG

MAC SA/DA, MAC SA/DA + IP SA/DA, IP
SA/DA.

LACP

16 kKaHanaaToB LAG

3epkanvpoBaHue NopToB

Konnyectso NnopTOB B CeCCnin

8 NCTOYHMKOB 1 1 NOPT Ha3HaueHna

SPAN, RSPAN MNoaaepxvsaeTcs
3awmTa oT WTopMOoB Tpaduka

OaHOaApeCHbIN, MHOFOaApeCHbIN N LUMPOKOBeLLaTe IbHbI MNoaaepxvBaeTcs
TCP SYN/ACK

Spanning-Tree n pe3epBMpoOBaHMe COefVHEHWI

STP, RSTP, MSTP, PVRST, STP Root Guard, Loop Guard MoasepxnBaeTcs
QoS n ACL

B3BeLLeHHble 1 MPUOPUTETHLIE OYepeam MoaaepXmBaeTcs
Mpuopwutesauua DSCP / IEEE 802.1p MNoaaepxvBaeTcs

Konnuectso ACL

Jo 2K ingress u 1K egress ACLs

MAC ACL (L2 ACL), IPv4/1Pv6 ACL

MNoaaepxvBaeTcs

MonnTtukn Ha 6ase ACL

MNoaaepxvBaeTcs

MHoroagpecHas paccbiika




Konunuectso MHOroagpecHbIX rpynn

1024

IGMP Snooping 1 MexaHn3M onpoca (querier) v1/2/3 MNoanepxvBaeTcs
®PunbTpaumsa HesaperncTpUpoBaHHOrO MHOMOaAPeCcHoOro Tpadurka MoaaepXxrBaeTcs
bezonacHocTb, ayTeHTUOMKALNS aBTOPU3aLNA U aKKayHTUHT (AAA)

RADIUS, TACACS+, DHCP Snooping, ARP inspection, IP source guard, MNoaaepxvBaeTcs
ayTeHTUdUKaums no MAC-agpecy, 4YepHble cnmckm MAC-agpecoB Ha NopTy

XypHanunpoBaHwue, cTaTUCTVKa U NoacyeT Tpadumka

Syslog, RMON MNopaepxvBaeTcs
MapLpyTr3ayms

OSPFv2, RIPv1/v2, VRRP, BGPv4 MNopaepxvBaeTcs

Konnuectso mapLupyToB

3900 (go 13K)

YnpasneHune
HTTP/HTTPS, SSL 3.0 and TLS 1.0, LLDP/LLDP-MED, NTPv4, Telnet knneHT MNoaaepxviBaeTrcs
DHCP knneHT MNoaaepxvsBaeTcs

DHCP cepBep

[o 512 xocTtoB

MaccorabapuTHble XapakTepUCTK 1

SHepronoTpebdieHve

Mopaenb Macca He 6onee, Kr MoLwyHocTb, BT
ApnaH®-3226PGE-SR 5 He 6onee 500
ApnaH®-3250PGE-SR 6 He 6onee 800

TpeboBaHMA K MapaMeTpam OKPYXXaroLLIEN cpeabl U

SNTIEKTPONNTAHNEO

MapameTp 3HaueHue

Temnepatypa pabouein | OT 0 go +40 °C
cpeabl




BnaxHocTb paboueii Ot 5 0 80 % 6e3 0bpa3oBaHMA KOHAeHcaTa

cpeabl

BnaxHocTb cpegbl O7 5 o 80 % 6e3 06pa3oBaHMA KOHAeHcaTa

XpaHeHus

YpoBeHb X0N04HOro 0°C

cTapTa

ATmocdepHoe He Huxe 60 klMa (450 MM pT. CT.)

fAaBneHve

dnekTponuTaHue

Bepcna AC OT NCTOYHKMKA NepeMeHHOro Toka ¢ HanpskeHnem ot 100 go 240 B 1 vactotoin 50 'y, ¢
KO3 ONLMEHTOM HENNHENHbIX NCKaxeHNn He 6onee 10 %.

3a3emMneHuve MNepexogHoe cConpoTMBAEHME KNeMMbl 3a3eMaeHns - He 6onee 0,1 Om

OcobeHHOCTU

¢ Hannume ctaTyca 060py0BaHNSA POCCUIACKOTO MPOUCXOXKAEHUS.

o ObbegmHeHMe B cTek 40 15 yCTpolicTB ynpoLuaeT pa3paboTky nnaHa IP-aapecos 1 nornyeckyro CTpyKTypy ceTu.

¢ [loaaepxka NPOTOKOJIOB AMHaMMYeckoi MapLupyTusaumm (OSFP, BGP) no3BosisieT cerMeHTUpPOBaTh CeTb A1
YNpOLLEeHNs yNpaBAeHWs 1 NOUCKa HEUCNPaBHOCTEN.

* Hannuue BbifeneHHoOro nopTa ynpaeneHuns Ethernet obecneurBaeT BO3MOXHOCTL MOCTPOEHNSA 6e30NacHbIX
ceTeli NyTemM NOCTPOEHUSA HaNOXEHHOWN CeTU yrpaBieHNs.

» /IBa pe3epBrpyeMbIX CMEHHbIX 6/10Ka NUTaHUS.

o MNoaaepxka PoE+

npOI/I3BO,CI,VITefIb oCTaBnseT 3a coboli NnpaBoO BHOCUTb N3MEHEHNA B TEXHNYECKMNE XapaKTePUCTUKN NpeacTaB/I€HHbIX yCTpOVICTB M NporpaMmMmHoOro

o6ecrneveHusi 6e3 NpeABapUTENLHOMO YBeAOMEHNS.
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